Privacy Policy
1.

Introduction

This privacy policy (“Privacy Policy”) governs your use of the software and services of Phantom.me
(“Phantom.me”, “Phantom”, “we”, “our”, “us”), an app for Android mobile devices which operates
as a secret hidden zone, offering users’ (“you”, “your”) privacy with respect to their digital activities
(the "Application").
In this Privacy Policy we describe how we handle your Android mobile device information, including
but not limited to, messages, photos, videos, documents, contacts, web content and third party
applications (“Data”) while you use our Application.

2.

Sharing Data

We do not share your Data with anyone.

3.

Storing Data

All Data is stored and encrypted locally on your Android mobile device. We only store the data we
need in order for the Application to function properly — and for as long as you want the Application
to function.
The Data is encrypted and is intended to block third parties from gaining access to the Application
and/or the Data. The Application is secured with a password personally selected by you.
We do not store your Data on our servers or anywhere else. We also do not keep any logs for
messages and/or phone calls and/or any information whatsoever. We have no way of knowing when
or how you’ve accessed the Application and/or used the Data. This also means that we do not have a
record of your password, and if you lose or misplace the password, we cannot assist with retrieving
it and/or the Data.

4.

Security

We have a team dedicated to keeping your Data secure in the Application and testing for
vulnerabilities. We also continue to work on features to keep your Data safe in addition to things like
authentication and encryption.

5.

Warranties and Disclaimers

Neither Phantom.me, nor any of its affiliates, officers, agents, shareholders, directors and employees
make any specific promises and/or commitments regarding the Application and/or Data, including
but not limited to, the functions, reliability, availability, or ability to meet your needs.

THE APPLICATION IS PROVIDED “AS IS” WITHOUT WARRANTIES OR REPRESENTATIONS OR
CONDITIONS OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, INCLUDING,
BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY, FITNESS FOR PARTICULAR PURPOSE,
RELIABILITY AND/OR AVAILBILITY. WITHOUT LIMITING THE FOREGOING, WE DO NOT WARRANT
THAT THE APPLICATION WILL MEET YOUR REQUIREMENTS OR THAT THE APPLICATION WILL BE FREE
FROM DEFECTS, ERRORS OR BUGS, OR THAT THE APPLICATION WILL FUNCTION WITHOUT
INTERRUPTION. IN PARTICULAR, NO WARRANTY IS GIVEN AND NO LIABILITY SHALL BE ACCEPTED
FOR ANY DOWNTIME OR FOR ANY LOSS OR NON-AVAILABILITY OF DATA.
You may not download and/or use the Application if you are a minor in accordance to the minimum
legal age in your jurisdiction without having received prior parental consent to do so. You hereby
represent and warrant that you do not violate any applicable law or regulation as a result of
downloading and/or using the Application. If you reside or are present in any jurisdiction that
prohibits downloading and/or using the Application, you shall not download and/or use the
Application. We make no representations or warranties, expressed or implied, as to the lawfulness
of any person's download and/or use of the Application, and shall not be responsible for any illegal
download and/or use of the Application by you. The offering or availability of the Application shall
not be deemed or interpreted as an offer or invitation by us to download and/or use the Application.
It is your responsibility to ensure that you comply with any and all laws applicable to you before
downloading and/or using the Application. You understand and accept that we are unable to provide
you with any legal advice or assurances and that it is your sole responsibility to ensure that, at all
times you comply with the applicable laws and rules.
You hereby acknowledge that the Application is not meant for any form of illegal, unlawful,
fraudulent, or other improper use by you or any third party on your behalf, and you represent and
warrant that you and/or any third party on your behalf will not use the Application for any illegal use
and that the Data will not be libelous, racist, discriminatory, obscene, unlawful, sexually explicit,
pornographic, violent or otherwise unsuitable. You understand that we will not be held responsible
for any such illegal use of the Application.
Notwithstanding anything to the contrary in this Privacy Policy, you acknowledge that we may
disclose your Data and other information that we have collected from or about you, in the event we
suspect that you and/or any third party on your behalf are committing any fraudulent, unlawful or
prohibited activity via the Application and that it is necessary for us to comply with any current
judicial proceeding, court order or legal process and/or if we are requested by law or government
authorities to cooperate in any allegation and/or investigation raised against you and/or any third
party on your behalf of alleged illegal activity and/or if necessary to protect and defend any of our
rights, property or our personal safety or that of the public.

6.

Liability for Services

Neither Phantom.me, nor any of its affiliates, officers, agents, shareholders, directors and/or
employees will be held responsible or liable for any damages and/or losses, including but not limited
to, lost profits, revenues, data, financial losses, direct or indirect, special, consequential, exemplary
and/or punitive.

7.

Deleting Data

If you would like to delete the Data in the Application account, you can do this by sending a mobile
text message with a pre-defined wipe code. You are aware that by deleting your Application, all of
your Data will be deleted as well. We never keep any copies of your Data on the server and have no
way of tracking and/or retrieving any of your Data. This action can be controlled solely by you and
cannot be undone. Please proceed with caution to this extent.
If you stop using Phantom.me and do not login for at least 6 (six) months, your Application account
can self-destruct and all Data that you’ve stored can be deleted permanently.

8.

Third Parties

We may use certain open-source projects to help us provide, improve, protect, and promote our
Application, however these will not make access available the Application and/or to the Data.

9.

Changes

This Privacy Policy may be updated from time to time for any reason, at our sole discretion. We will
notify you of any material changes to our Privacy Policy by posting an updated version. You are
advised to check here regularly for any changes. By using or accessing the Application, you are
accepting the practices described in this Privacy Policy.

